THE RIGHT SOLUTION FOR A NEW THREAT - ILLEGAL SEMI-ACTIVE GSM INTERCEPTOR THE THREAT AND
WHY AIDA

GSM networks are not safe anymore. On the contrary, the GSM phones are a security threat, endangering your personal
security, your business and the safety of your information. The GSM encryption A5.2 and A5.1 have been deciphered and
interception systems are available in the market.

Imagine your office having only glass walls, where anybody can spot your activities — the same happens to your voice and data
communication when a semi-active GSM off the air interception system is deployed in the vicinity of your premises. The
intruder can intercept your GSM and even UMTS phones, spoof the SMS messages and last but not least identify any visitor or
employee in the office, who is using a GSM phone. The standard scanner is of no use, the search for electronic bugs is useless
because the intruder is outside of your premises using a device not larger than a suitcase, hidden in a car or any other facility.
The activity of the intruder will be unnoticed and very difficult to detect. Aida is the answer to this problematic.

The following description shows how the mobile communication looks when interception is deployed and detected by AIDA:
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DETECTION

AIDA stationary unit monitors all BTS around any objects of interest like buildings, premises etc. The
system is monitoring BTS occurrence, verifying the BTS positions and reporting to the C&C unit. No
operator, no special treatment, no special maintenance is needed. The number of deployed units
depends on dimensions and shape of the protected area. C&C unit can connect as much stationary units

as required.

DETECTION AND LOCATION

The mobile unit, is designated for monitoring and locating pirate BTS. It has the
functionality of the stationary and C&C unit merged together. The BTS position is
calculated upon own actual geographical position, gathered via GPS device. The
mobile unit cruises nearby the locality where pirate BTS appearance has been
detected and performs multiple scans of the area. The scanning is performed
automatically by the change of the position. The mobile unit can be used in a car as
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BASIC PARAMETERS OF THE UNITS

Component Mobile unit Stationary unit and c&c
Bandwidth GSM bandwidth GSM bandwidth
Antenna Standard (spec.options available upon Standard
request)
Hardware PC based notebook approved by PC for permanent approved by vendor
vendor
Software/Operating systems AIDA /MS Windows 7 and higher AIDA /LINUX or ANDROID
HW AIDA Provided by vendor Provided by vendor
Connectivity IP via GSM/UMTS IP connectivity to C&C
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